
HCI Over Uart (HCI H4)
/dev/pts/4

BT Host Stack 
(BlueKitchen)

BTSnifferBREDR.py

Custom Protocol (BT Baseband)
Pseudo Terminal Protocols Handling

Host System

HCI Over Uart 
(HCI H4)

/dev/ttyUSB1
Custom Protocol

• L2CAP
• SDP
• RFCOMM
• etc...

External Dissectors
• libh4bcm.so
• libbtbrlmp.so

ESP32 SoC
(Espressif)

Bluetooth TX/RX
2.4 Ghz

Custom FW

Target
Device

• BT Host Process
• Wireshark Capture
• Scapy Dissection

ESP32BTDriver.py

libs/scapy/layers/bluetooth.py


